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Abstract

To understand cyber risk in Cambodia and equip policy leaders to oversee it, this paper
assesses the successes and challenges of current cyber risk management efforts in Cambodia
and throughout the Association of Southeast Asian Nations (ASEAN) region. The findings
suggest that there is a large gap between the rapid implementation of new technologies in
Cambodia and the capacity to govern consequent cyber threats. Further, current efforts in
Cambodia lag behind those in other ASEAN member states, and there have been multiple
cyberattacks in the past five years. Policy action must be taken to protect the people and critical
information infrastructure of Cambodia.! An effective cybergovernance framework requires
four key elements: transparent governance systems, adequate human and technical resources,
regional collaboration, and clearly defined metrics. Transparent government systems provide
means for subject matter experts to help develop and express their views on cybersecurity
policy as well as promote a democratic process whereby citizens can share their input freely.
It is the government’s obligation to use cyber policy to protect its people from cyberattacks
while also keeping civil liberties intact. The protection of Cambodia’s critical information
infrastructure cannot be left to one person or organisation alone as any cyberattack directly
threatens Cambodia’s vision for becoming a fully developed country by 2050, an ambitious
goal Prime Minister Hun Sen has emboldened the country’s policymakers, business leaders,
academics and citizens to achieve. Thus, strengthening collaboration and developing cyber
capacity across the ASEAN region are necessary to develop baseline skills and knowledge
to implement cyber systems and processes. Currently, Cambodia does not have enough
resources to tackle cybersecurity alone. Cambodia must not only train internal resources
but also engage in collaborative efforts with other ASEAN member states and use regional
and international frameworks, including ISO27001, the National Institute of Standards and
Technology Cybersecurity Framework (NIST CSF), which have already been proved effective
at enhancing, strengthening and improving cybersecurity framework.

1 The Singapore Cybersecurity Bill of 2017 defines critical information infrastructure as “a computer or a
computer system that is necessary for the continuous delivery of essential services which Singapore relies on,
the loss or compromise of which will lead to a debilitating impact on the national security, defense, foreign
relations, economy, public health, public safety or public order of Singapore.”
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1. Introduction

As the number of cyberattacks continues to rise, governments and businesses will increasingly
feel the repercussions on the global economy. By 2020, the lack of cybersecurity readiness
could lead to a USD3 trillion loss in global economic value (World Economic Forum 2014).
Although the bulk of the breaches have occurred in developed countries, cyber risk in ASEAN
member states should not be overlooked as the region further integrates information and
communication technology (ICT) systems into global supply chains. Cybercriminals will
always target the weakest link, and it is common for large companies to be vulnerable to attack
through third-party partners, suppliers and vendors in their supply chain. Large-scale breaches
are already a problem in the ASEAN region and will rapidly increase if the deployment of
technology outpaces cybersecurity expertise, awareness and resources. By 2020, the region
is predicted to have an internet penetration rate of 480 million users, about three-quarters of
the population, almost double the rate in 2017 of 260 million users (Google and Temasek
2016). In Malaysia, cybercrimes accounted for 70 percent of reported crimes in the country
in 2013 (Majid 2013). Although there are fewer quantitative studies on the financial impacts
of cybercrime in ASEAN than in western countries, and this will be a limitation of the study,
Norton (2013) reported that cybercrime cost Singapore USD1 billion in 2013. The need
for proper governance of cyber security is being increasingly recognised as a key aspect of
reducing cyber risk. The Council of Councils, an international initiative that releases a yearly
Report Card on International Cooperation to direct high-level attention to the world’s most
pressing policy challenges, rated managing cybergovernance the sixth of 10 global priorities
for 2019, ahead of combating transnational terrorism and promoting global health (Council of
Councils 2019).

The objectives of this paper are to understand recent cyber events and current governance
processes in a succinct, organised report. To do this, the methodology was to review current
policy and governance systems in place in Cambodia and other ASEAN member states, along
with strategic goals and plans published by ministries, research centres and large international
companies. As a new topic, prior research studies are limited. This paper represents an effort
to raise awareness and spark meaningful dialogue about cybergovernance and cybersecurity
strategy. The paper starts with a broad overview of regional efforts, then focuses on specific
efforts in Cambodia, and lastly offers some recommendations and sets out specific action steps
Cambodia can take in the next five years as it tackles the development of its cybergovernance
program. The main goal is for policymakers, government officials and business leaders to be
able to use this information to develop and improve their policies and governance systems.
Additionally, the hope is that fellow researchers can expand on these findings and keep up with
emerging technologies and the rapid pace of technological change in Cambodia.

2. Cybergovernance efforts in the ASEAN region

Before diving into an analysis of the actions Cambodia and other ASEAN member states have
taken to strengthen cybersecurity framework, it is important to understand the context behind
these efforts. Far too often, cybersecurity efforts are reactive and ad hoc, meaning action is only
taken when forced by either a breach of security or regulation, so it is important to recognise
the cyberattacks that have affected the region. After understanding the impacts of cybersecurity
incidents in the ASEAN region, the paper discusses what cybersecurity organisations are doing
to prevent future incidents from occurring. Collaboration on cybersecurity between Cambodia
and other ASEAN member states is critical for Cambodia to develop and attain the goals of a
successful cyber governance strategy. In addition, the paper includes an analysis of ASEAN’s
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cyber governance efforts as there are far more efforts taking place regionwide than in Cambodia
alone from which to draw recommendations and conclusions.

2.1 Notable cyberattacks

To understand the impact cyberattacks can have in the ASEAN region, five incidents from
five countries, including Cambodia, from the past 10 years (2010-2019) were selected for
brief discussion due to their distinct political effects. The first incident was a denial-of-
service attack in 2010 on Myanmar’s then main internet provider, the Ministry of Post and
Telecommunications, shortly before the 2010 national election. Denial-of-service attacks are
very common, easy to execute, and can cause mass disruptions to ICT networks. To execute the
attack, hackers overloaded the network of Burma’s main internet service provider, the Ministry
of Post and Telecommunications, causing countrywide internet communication to slow to a
crawl. As a result, the ministry was unable to provide a stable internet connection, and public
service broadcasting of crucial information for voters over the election period was restricted
(Chang 2017). Second, a cyber incident occurred in Cambodia in 2012 when the co-founder of
The Pirate Bay, a website known for sharing software and media via copyright infringement,
was arrested by Cambodian authorities and deported. In protest, two international hacking
groups executed a cyberattack on the Cambodian government. The first group, NullCrew,
attacked several Cambodian businesses, government and armed forces websites and leaked
highly confidential information and passwords online. The second group, Anonymous, stole
and leaked 5,000 government documents on the dark web from Cambodia’s Ministry of Foreign
Affairs (Nguon 2017). It is not known whether the passwords or confidential information have
been used with malicious intent or whether the hack was simply a threat, but the data will now
be forever in the hands of anyone who wants access.

Third, in another incident intended to disrupt a national election, shortly before the 2016
Philippine general election, the hacking group Anonymous Philippines hacked the Philippine
Commission on Elections website calling for tighter security on vote counting machines. One
day later, the hacking group LulzSec Philipinas hacked and posted the entire database of the
Commission on Elections online, including voter data containing 1.3 million passport numbers
and 15.8 million fingerprints (Trend Micro 2016). Such attacks not only expose sensitive
information, but also weaken the people’s trust in the government. The fourth incident, also
in 2016, took place after Thai authorities arrested and sentenced two Myanmar workers for
murdering two British tourists on the island of Koh Tao. In protest to the controversial case,
Myanmar vigilantes took down 300 Thai government websites demanding justice and that
tourists boycott Thailand until Thai authorities change the way they handle investigations
involving foreigners (Bangkok Post 2016). Lastly, during the 2016 South China Sea dispute,
hackers suspected to be from China launched an extensive hacking campaign against Vietnam.
In one instance, Vietnam Airlines was hacked and the personal information of over 400,000
frequent flyers posted online (Chang 2017). Additionally, flight monitors at Hanoi and Ho
Chi Minh airports were defaced and public announcement systems were hijacked to broadcast
offensive messages about the dispute (Clark 2017).

In July 2018, in Singapore’s worst cyberattack, hackers stole the personal particulars of 1.5
million patients (Ministry of Health, Singapore 2018). Of these, 160,000 people, including Prime
Minister Lee Hsien Loong and a few ministers, had their outpatient prescriptions stolen as well.
The hackers infiltrated the computers of SingHealth, Singapore’s largest group of healthcare
institutions with four hospitals, five national specialty centres and eight polyclinics. Two other
polyclinics used to be under SingHealth.

Cybergovernance in Cambodia: A Risk-Based Approach to Cybersecurity



In November 2018, several of Cambodia’s biggest internet service providers (ISPs) were hit
by large-scale distributed denial-of-service (DDoS) attacks over several days (Cimpanu 2018).
Users of EZECOM, SINET, Telcotech and Digi had difficulty accessing online services for an
entire week, with the biggest problems reported in the first few days. Local news outlets called
the DDoS attacks some of the biggest in the country’s history. According to anecdotal reports
from sources familiar with the matter, DDoS attacks totaling nearly 150 Gbps hit Cambodian
ISPs.? With such glaring issues affecting internet connectivity all over the country, several ISPs
issued a press release apologising for the technical problems. The irony, however, was not
lost on some users, who were quick to point out that some ISPs that provide DDoS mitigation
services were unable to safeguard their own infrastructure and needed to bring in outside

specialists.
These five cyber incidents, meant to instil fear within governments and among the people, have

compelled ASEAN to take action to protect the region from cyberattacks. Given the region’s
rapid digital development, it has become more of an imperative than ever for governments and

businesses to develop cyber governance strategies.

2.2 Implications for the digital economy

As ASEAN member states continue to deepen their integration into global cyber supply chains,
the cyber threat landscape grows in parallel. When organisations connect their computer systems
and networks, they increase the cyber risk to the overall system. ASEAN has an aggressive
agenda for advancing regional digital growth and transformation, as shown in Figure 1.

Figure 1: ASEAN digital transformation 2025
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Source: Menon 2015

2 Gbps stands for billions of bits per second and is a measure of bandwidth on a digital data transmission such
as optical fibre (https://whatis.techtarget.com/definition/Gbps-billions-of-bits-per-second).
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If the goals of the ASEAN digital revolution are realised, such as cashless societies, 5SG
telecommunication networks and borderless services, the cyber risk to ASEAN countries will
increase significantly, and they will become just as much a target as highly developed countries
in East Asia and the West. The challenge begins with the lack of IT and cybersecurity expertise
in the region, apart from Singapore, though cybersecurity is much more than a technology
issue. Cybersecurity expertise and resources are crucial, but policy, regional alignment and
information sharing are just as important. The lack of unifying ASEAN technology governance
framework makes it difficult for governments and organisations to organise collaboration and
intelligence efforts. This leads to further unmanaged cyber supply chain relationships and
increased cyber incident response times. The average time it takes an organisation to identify
and contain a breach is 279 days, which is 4.9 percent longer than the average of 266 days in
2018, and it takes an average of 314 days to identify and contain (Ponemon Institute 2017,
2019). These are staggering numbers given the amount of damage that can be done in such a
large timeframe. Another aspect of cyber risk mitigation relates to differing national priorities
and capabilities, and lack of trust, among ASEAN member states. Given that ASEAN countries
are at drastically different levels of development, some governments are unable to commit to
cybersecurity efforts and investments due to more pressing domestic concerns demanding their
attention. There is also an innate lack of trust when it comes to national security of any kind,
especially cybersecurity. Governments and organisations fear reputational harm if they admit
to being hit by a cyberattack. This attitude must be replaced with one of common interest
as crisis management is an integral part of the plans, programs and projects to encourage
collaboration throughout the region (Dobberstein 2018).

2.3 International collaboration

ASEAN has adopted four key declarations to promote international collaboration on
cybergovernance. The first is the Declaration to Prevent and Combat Cybercrime, adopted in
2017. This Declaration aims to “acknowledge the importance of the harmonization of laws
related to cybercrime”, “enhance cooperation and coordination among ASEAN bodies ... in
dealing with cybercrime to reinforce efforts through exchanges of information, experiences,
and good practices”, and most importantly, to “monitor and review the implementation of
this Declaration ...to be facilitated by the ASEAN Secretariat” (ASEAN 2017). The element
to ensure that a single authority monitors, evaluates and reviews a program’s progress is very
important to its success. Without a single sponsor in place, programs often fail due to lack of
accountability. In 2018, ASEAN adopted the ASEAN Leaders’ Statement on Cybersecurity
Cooperation and the ASEAN-United States Leaders’ Statement on Cybersecurity Cooperation.
These Statements, the first on a regional level and the second on an international level, promote
the cross-border coordination of cybersecurity policy development and capacity building.
Lastly, in 2019, ASEAN finalised the ASEAN-EU Statement on Cybersecurity Cooperation,
which focuses on the exchange of best practices and responsible behaviour in cyberspace to
enable economic progress and improve living standards across the ASEAN region. It is too
soon to say whether these statements will generate tangible results. Even so, the discussions
are a vital step in the right direction.

The ASEAN-JAPAN Cybersecurity Capacity Building Centre is currently under ASEAN (part
of the TELSOM/TELMIN platform), and the ASEAN-Singapore Cybersecurity Centre of
Excellence (Singaporean initiative to support ASEAN member states to build human capacity)
is outside ASEAN.

Cybergovernance in Cambodia: A Risk-Based Approach to Cybersecurity



Outside of ASEAN, two countries that have been proactive in mitigating cyber security risks in
the region are Japan and Singapore. They have both been working diligently to create regional
cybersecurity centres: the ASEAN-Japan Cybersecurity Capacity Building Centre in Bangkok
and the ASEAN-Singapore Cybersecurity Centre of Excellence in Singapore, respectively.
The Japan-ASEAN Integration Fund 2.0 supported regional cybercrime efforts by funding the
ASEAN Cyber Capacity Development Project, which ran from 2016 to 2018, via the ASEAN
Secretariat and with the Singapore Ministry of Home Affairs as the project proponent. This
project brought together over 380 participants and over 50 trainers and experts to strengthen
the ability of ASEAN countries to combat cybercrime and work together in the region, and
produced a tailored report for each ASEAN country, outlining recommendations for handling
cybercrime (Interpol 2018). Japan’s Cybersecurity Capacity Building Centre was launched
in 2018 to address the cybersecurity talent shortage aiming to tackle the increasing number
of cyberattacks in the region. The centre has two goals for 2020: to increase cybersecurity
expertise in the ASEAN region through the creation of technical courses, and to raise
cybersecurity awareness through the competition ASEAN Cyber SEA Game (JAIF 2018).
Meanwhile, Singapore is focusing more on cyber diplomacy efforts and their alignment with
policy, strategy, legislation and operations (Ministry of Communications and Information,
Singapore 2018). If these centres can join forces, they will be able to tackle the shortage of
cyber capacity at both the technical and governance (policy) level. (These two centres focus
on developing human resources for cybersecurity rather than developing common unified
cybersecurity framework, programs or strategy for ASEAN.)

2.4 Cybersecurity legislation

Embedding regional cybersecurity strategy in future ASEAN joint policies is the end goal. In
the meantime, each ASEAN member state must first enact laws and regulations to formalise
national cyber governance programs. As of mid-2019, only three ASEAN member states had
specific laws in place to combat cybersecurity threats: Singapore (Cybersecurity Act, March
2018), Vietnam (Law on Cybersecurity, January 2019) and Thailand (Cybersecurity Act, May
2019). Two additional countries, Malaysia (Computer Crime Act, 1997) and the Philippines
(Cybercrime Prevention Act, 2012), have cybercrime laws. The intentions behind cybersecurity
law and cybercrime law differ, however: cybersecurity focuses on the security of computer
systems, while cybercrime focuses on criminal actions that involve computer systems.

Despite the growing grey area between the terms cybersecurity and cybercrime, policymakers
should use the same definitions throughout formal communications. In lay terms, cybersecurity
is usually used to refer to prevention, protection and cybersecurity resilience framework, and
may include institutional arrangements, power of authority, compliance and standards, and
enforcement of corporate compliance. Under cybersecurity law, an offence may involve picking
a lock to gain access to a government building. Cybercrime, on the other hand, usually includes
all types of cyber offences, investigative powers and procedures, international cooperation
mechanisms, and government and private sector agencies in charge of cybersecurity. The
punishment for cybercriminals is imprisonment and/or a fine. A cybercrime may involve
tricking individuals to transfer funds to a foreign bank account. Cybersecurity breaches and
cybercrimes target different victims and use different methods of attack, as summarised in
Table 1.
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Table 1: Cybersecurity vs. cybercrime

Cybersecurity Cybercrime

Attack type technical, computer-focused non-technical, human-focused

Target victim | infrastructure, government, businesses |individuals, families

Example malware, denial of service cyberbullying, internet scams

Policymakers need to consider both types of legislation when planning national
cybergovernance strategy. Enacting cybersecurity law requires more specialised expertise
than cybercrime law, but there are serious consequences of not having a legal framework to
govern both elements.

3. Cyber governance efforts in Cambodia

Cambodia is the fastest growing economy in the ASEAN region and one of the fastest
growing in the world, with annual GDP growth of 7.5 percent in 2018 (World Bank 2019).
Alongside impressive economic growth, companies and organisations in Cambodia are rapidly
expanding their use of technology, in part driven by the large young population; the current
median age is only 25.6. From 2017 to 2019, the number of social media users increased by
71 percent from 4.9 million to 8.4 million, half of Cambodia’s current population (Kepios
Analysis 2019). While these promising circumstances bode well for Cambodia as a whole,
rapid technological advancement could leave the country vulnerable to cyberattack. Without
a clearly communicated cybergovernance strategy, efforts will remain siloed between private
organisations and various government ministries. The word “cyber” in cybergovernance is not
one that changes the meaning or elements of “good governance.” Cybergovernance is about
managing cyber risk through policy and oversight. As such, it requires sound ICT infrastructure,
transparent leadership, qualified human resources and adequate funding.

3.1 Current state of cyber maturity

As Cambodia begins to develop a cybergovernance framework, there must be a set
methodology and metrics to track progress. The Australian Strategic Policy Institute’s
International Cyber Policy Centre began such an effort in 2014, and included Cambodia in
its surveys (ASPI 2014, 2017). The 2017 survey assessed 25 countries against nine factors:
organisational structures, existing legislation/regulation, international engagement, computer
emergency response teams (CERTSs), military applications, government-business dialogue,
digital economy, public awareness and internet penetration. Comparing the survey results for
Cambodia in 2014 and 2017, little progress seems to have been made. However, the survey
does reveal key elements of the current state of cybergovernance in Cambodia. Primarily,
although there are still problems with cyber awareness, infrastructure, cybersecurity expertise
and international cooperation, the government has started drafting law for the advancement
of Cambodia’s ICT infrastructure. In addition, the survey references the formation of
Cambodia’s national computer emergency response team, CamCERT. The development of
a CERT is a crucial step in a nation’s cybergovernance strategy. A CERT is responsible for
dealing with cybersecurity incidents that affect a nation’s internet community, and the CERT
team is responsible for everything from announcing public security alerts and warnings to
collecting cyberattack traffic from government servers. CERTs are especially important for
countries in the early stages of cybergovernance because there are international standards
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and global communities for information exchange, such as FIRST, the Forum of Incident
Response and Security Teams. CamCERT is not a member of FIRST and lacks adequate
cybersecurity expertise to mitigate cyber risk in the country effectively (Korea International
Cooperation Agency 2014).

After the integration in October 2013 of the National ICT Development Authority into the
Ministry of Posts and Telecommunications (MPTC), the ICT Security Department was
established under the General Department of ICT with CamCERT as one of its offices.
Although this department comes under the MPCT, it plays an important role in supporting and
coordinating cyber incidents across Cambodia. It also helps other ministries and private sector
organisations to reskill and upskill (i.e. futureproof) their workforce. Given the growing risk of
cyberattacks, the Anti-Cybercrime Department, a specialised unit under the National Police of
Cambodia, was established in 2016. This is the only department where victims of a cyberattack
can lodge a complaint and build a case to investigate the attack and catch the cybercriminal.

3.2 Politically targeted cyberattacks

Cambodia in the past few years has experienced multiple politically targeted cyberattacks. In
2017, several senior members of the Cambodian National Rescue Party acknowledged that
their email accounts had been hacked. The Ministry of Justice’s Facebook account was also
hacked, posting opposition party campaign events before the June commune elections (Mech
and Sassoon 2017). Prime Minister Hun Sen has been targeted on many occasions. In 2019,
his official Facebook account was hacked, and it was claimed that the hackers had deleted
and added new content “to cause confusion in society” (Chheng 2019). The consequences of
cyberattacks aiming to interfere with national elections can be particularly serious, especially
when the international community is involved. Over the period of the 2018 Cambodian general
election, there was a large spike in hacking attempts “to provide the Chinese government with
widespread visibility into Cambodian elections and government operations” (Henderson et al.
2018). In an investigation by the industry-leading cybersecurity company, FireEye, researchers
traced the malicious software to the Chinese espionage group dubbed TEMP.Periscope
(Henderson et al. 2018). Additionally, in an interview with 7ime Magazine, a FireEye senior
manager for cyber espionage spoke about China’s strong interest in the general election given
that Chinese companies, private and state-owned, have invested billions of dollars in Cambodia,
adding that “any upheaval in Cambodia would be an issue for China considering their close
partnership” (Seiff 2018). As the use of new technologies increases in Cambodia, such attacks
may occur more frequently and with greater consequences if systems are left vulnerable.

3.3 Cambodia’s cyber-related laws and regulations

Atthe time of writing, a new version of Cambodia’s Draft Law on Cybercrime is being discussed
within the Ministry of Interior. Many changes are expected to be made to the original draft law
released in 2014. Because the new version of the draft law has yet to be publicly shared, the
analysis below is based on the unofficial English translation of the government’s Draft Law on
Cybercrime released in 2014 (RGC 2014a, b).

The stated objectives of the 2014 unofficial Draft Cybercrime Law are to combat offences
committed by computer systems and to ensure the safety of developing technologies. To
enforce the law, a National Anti-Cybercrime Committee, chaired by the prime minister, is
to be established (RGC 2014a). Overall, the structure and content of the draft law address
standard cybercrime concerns such as illegal access, data espionage and intellectual property
theft, and define punishments for each offence. But there are issues, specifically concerning

Special Report No. 18

7



8

Article 28 that are concerning given the permissible restrictions on free speech (see Textbox
1). Similar legislation has been used in Malaysia, Myanmar, Thailand and Vietnam to restrict
criticism of the government. In Malaysia, for example, a freelance graphic artist posted on
Facebook a caricature of the Malaysian prime minister resembling a clown and was fined
USD7,700; after the hearing, the artist’s lawyer said the judge did not provide any grounds for
the ruling (Sipalan 2018). According to the Constitution of the Kingdom of Cambodia, “Khmer
citizens shall have the freedom to express their personal opinions, the freedom of the press, of
publication and of assembly” (RGC 2010, 14). However, the constitutional right to free speech
has not always been upheld for traditional media (Cambodian Center for Human Rights 2013),
and the worry is that the Cambodian government will use the new cybercrime law to control
content posted online as well.

Textbox 1: Cambodia’s 2014 Draft Cybercrime Law: Article 28 on Contents and Websites

Any persons who engage in activities set forth in the following:

1. Establishing contents that deemed to hinder the sovereignty and integrity of the Kingdom
of Cambodia is a punishable offense of incarceration from one to three years and fine of five
hundred to fifteen hundred US dollars.

2. Publications that deemed to incite or instigate the general population that could cause one or
many to generate anarchism is punishable of incarceration from one to three years and fine of
five hundred to fifteen hundred US dollars.

3. Publications or continuation of publication that deemed to generate insecurity, instability, and
political cohesiveness is a punishable office of incarceration from one to three years and fine of
five hundred to fifteen hundred US dollars.

4. Publications or continuation of publication that deemed to be non-factual which slanders or
undermined the integrity of any governmental agencies, ministries, not limited to departments,
federal or local levels, is a punishable offense of incarceration from one to three years and fine of
five hundred to fifteen hundred US dollars.

Source: RGC 2014a, 12-13

As the emboldened text emphasises, people in Cambodia can be punished based on vague,
undefined terminology that is at the discretion of the government to define given that the
enforcing committee is chaired by the prime minister rather than an independent body. For
example, the fourth point states that non-factual publications about the government are
considered an offence punishable by law, but at the same time, it is at the discretion of the
government to determine which publications are “non-factual.” The government can use these
laws to threaten to prosecute journalists, human rights activists and anyone who criticises
government officials or the ruling political party’s views. The use of the law in this manner
is a direct threat to online freedom of expression and has fuelled ongoing debate that started
long before the internet. What restrictions on freedom of expression and personal privacy
should people have to concede to in the interest of national security? If Cambodia’s draft
cybercrime law is passed, the final wording in Article 28 will lay the foundation for how the
country handles the governance of the internet. The Cambodian government has denied any
suppression of internet freedom, and when discussing the government’s monitoring of local
media’s internet activities and usage, Cambodia’s Ministry of Information spokesperson
said it “will benefit the public and help stop the sharing of ‘provocative information’ that
can cause social chaos” (Khidhir 2018). Again, this raises the question of who should define
“provocative information”. Governments that restrict freedom of expression and conduct
mass data collection may argue that they can better control online threats by reducing
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malicious online behaviours and by monitoring the internet for illegal activities. While
this may be true in some cases, these practices can also encourage the spread of biased
information and propaganda and target minorities to fulfil political agenda. On top of the
Cambodian government’s past censorship of traditional media, concerns about the potential
misuse of law enforcement are intensified because the new cybercrime law has been drafted
secretively, without pre-legislative scrutiny from cybersecurity experts, research centres or
industry (Nguon 2017). With the urgency and complexity of cybercrime, which affects all
aspects of society, cybercrime regulation must be a collaborative effort between the public,
private and academic sectors.

By December 2019, the government had approved several new draft laws, including the
Criminal Procedure Code, Law on Telecommunications, E-Commerce Law, Consumer
Confidence Law, and the Sub-decree on Digital Signatures.

3.4 Cybersecurity capacity building

Under the current efforts of the Ministry of Posts and Telecommunications, the Department
of ICT Security has set up various programs to improve the cyber capability of government
officers, private sector organisations and key stakeholders. Workshops, seminars and training
have been organised to enhance and strengthen the skills of individuals and organisations that
provide or intend to provide online applications or services for citizens/customers.

To test cyber incident response readiness and the crisis management capabilities of chief
information officers or the officials in charge of IT in each ministry, an annual cyber exercise
codenamed Cyber Angkor has been conducted since 2017. The objective of this exercise is to
simulate a cyberattack in order to familiarise response officers with good incident processes
and procedures, as well as cyber crisis management and recovery.

Attracting young talent to the cybersecurity profession is really important for Cambodia to
secure its cyber infrastructure and online services countrywide. But, increasing young people’s
participation in cybersecurity is not an easy task as they have not been taught or prepared by
their university or college for a career in cybersecurity and computer forensics. To overcome
this challenge, the Department of ICT Security organises an annual cyber competition for
university students and the general public under 30 years old. The winner goes on to compete
regionally in the ASEAN Cyber SEA Game and the Singapore Cyber Conquest.

Another challenge is understanding the risk of cybersecurity to both organisations and
individuals. Management often fails to ringfence funds allocated to cybersecurity programs as
they are considered an expense rather than an investment. Raising awareness of some key aspects
of cybersecurity is therefore needed to bring everyone on board. StaySafeOnlineCambodia
is a national campaign to raise cybersecurity awareness for anyone seeking to increase their
expertise and knowledge on cyber risks.

4. Recommendations

4.1 Identified gaps in Cambodia’s cybergovernance

Four key gaps emerge from the analysis of Cambodia’s cybergovernance efforts and
underlying motivations: government transparency, human and technical resources, regional
collaboration, and tangible quantitative goals. That these gaps exist is not at all surprising
for a developing country, even when technology is taken out of the picture. As an emerging
economy, Cambodia is still in the initial stages of establishing its own highly skilled
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workforce and creating partnerships with other countries and international corporations.
Taking advantage of these circumstances, the government has used the opportunity to
bolster its power by suppressing and restricting opposing viewpoints. Although these
fundamental obstacles will remain for some time, the use of international standards,
frameworks and metrics can help Cambodia put an organised system in place to protect
its critical infrastructure from cyberattacks, the fundamental objective. Protecting critical
infrastructure, such as public health, transport, telecommunication and utility systems, is the
government’s main responsibility. To that end, the government must build a unified front,
including the public, private and academic sectors, to provide the insight and collaboration
required to develop cyber strategy and deal with complex problems. Cambodia set aggressive
goals in its vision to become a fully developed country by 2050 (Seangly 2013), including
investing heavily in digital infrastructure, transforming Phnom Penh, Siem Reap and
Battambang into smart cities, joining the ASEAN Smart Cities Network, and embracing
Industry 4.0 in manufacturing (ASEAN 2018c). A large-scale cyberattack on critical ITC
infrastructure before these technologies are fully implemented and secured could severely
hinder their efficacy and expansion, and therefore, have direct negative consequences for
Cambodia’s economic growth. It is imperative that Cambodia prioritises a well thought out
cybergovernance strategy before these technologies are implemented rather than act in an
ad hoc manner once increased levels of digitalisation make critical infrastructure even more
vulnerable.

4.2 Building a cybergovernance program

Cybersecurity is complex because it touches every industry, involves all levels of government,
and can have a direct financial impact on the economy. Financial risk assessments have long
relied on time-tested economic models, but all risks, such as strategic, reputational, compliance
and cybersecurity risk, can be modelled and mitigated in similar ways using estimates of their
financial impact. Cybersecurity is unique in that cyber risk becomes a component of each of
these risks. For example, a cybersecurity breach can harm an organisation’s reputation, force
an organisation to adjust its business strategy, and prompt new compliance requirements. Thus,
cyber risk management must take a top-down, risk-based approach to properly and promptly
identify and oversee cyber threats. The government should consider the following in building
its cybergovernance program:

National strategy to protect critical information infrastructure
Public-private sector collaboration

Cybersecurity regulations

Adoption of cybersecurity standards

Regional information sharing

Cybersecurity awareness and outreach

Capacity building

e Ao e

International collaboration and cooperation

Each of these activities represents a project that should be continuously monitored for progress
and achievement of specific metrics by a central cybergovernance authority, comprising
government and non-government stakeholders, whose sole responsibility is the resilience of
Cambodia’s digital infrastructure.
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Figure 2: Top-down approach to cybersecurity

Assess status

\

Execute projects Identify gaps

Report upward Prioritise actions

International best practices should be used to gauge the current level of cybersecurity resilience
so that gaps in preventative measures can be identified. Once any gaps are found, they should
be prioritised based on their risk to Cambodia’s digital infrastructure, including an analysis of
the threats and the likelihood of cyberattacks. Once high-priority risks have been identified,
solutions can be properly proposed to senior leaders for sponsorship and funding. Cybersecurity
can often be a difficult topic because it involves a lot of jargon and technical language, which
can be a barrier to communication. The alignment of specific, agreed-upon cyber metrics
among stakeholders to achieve cyber resilience goals can build greater confidence and support
for those involved. It is the responsibility of the designated cybergovernance body to ensure
these stakeholders take a proactive approach to reach their targets and can apply cybersecurity
regulatory compliance requirements to achieve their objectives.

4.1.1 Cybersecurity law and regulation

A good example of a diligently planned cybersecurity law is Singapore’s Cybersecurity
Act 2018. The Act goes into great detail about the expectations for organisations
involved with critical information infrastructure in Singapore and clearly defines what
the government can and cannot do in the protection of national security (Republic
of Singapore 2018). Rather than stating vague, all-inclusive offences and an unclear
balance of power, as in Cambodia’s Draft Cybercrime Law, Singapore’s Cybersecurity
Act focuses on encouraging cooperation and transparency between the private and
public sectors.
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Textbox 2: Singapore Cybersecurity Act 2018 — Part 4: Responses to Cybersecurity Threats
and Incidents

1) Where information regarding a cybersecurity threat or incident has been received by the
Commissioner, the Commissioner may exercise [...] the powers mentioned in subsection (2) as
are necessary to investigate the cybersecurity threat or incident, for the purpose of —

(a) assessing the impact or potential impact of the cybersecurity threat or incident;

(b)preventing any or further harm arising from the cybersecurity incident; or

(c)preventing a further cybersecurity incident from arising from that cybersecurity threat or
incident.

2) The powers mentioned in subsection (1) are the following:

(d)require, by written notice, [...] any person to answer any question or to provide a signed
statement in writing concerning the cybersecurity threat or incident;

(e) require, by written notice, any person to produce to the incident response officer any physical
or electronic record, or document, or a copy of the record or document, that is in the possession
of that person, or to provide the incident response officer with any information, which the
incident response officer considers to be related to any matter relevant to the investigation;

() without giving any fee or reward, inspect, copy or take extracts from such record or document
or copy of the record or document mentioned in paragraph (b);

(g)examine orally any person who appears to be acquainted with the facts and circumstances
relating to the cybersecurity threat or incident and reduce to writing any statement made by
the person so examined.

3) Any person who —

(h) wilfully misstates or without reasonable excuse refuses to give any information, provide any
statement or produce any record, document or copy required of the person by an incident
response officer under subsection (2); or

(1) fails, without reasonable excuse, to comply with an order issued by a Magistrate [...], shall be
guilty of an offence and shall be liable on conviction to a fine not exceeding US$3,600 or to
imprisonment for a term not exceeding six months or to both.

Source: Republic of Singapore 2018, 24-26

To reiterate, there are underlying differences between cybercrime law and cybersecurity law,
but the effects of cybersecurity threats on Cambodia’s critical infrastructure are much greater
than the offences outlined in Cambodia’s Draft Cybercrime Law. However, Cambodia does
not have to start from scratch as it is developing its cybergovernance strategy at a time when
there is an abundance of regulations and frameworks to use as a basis for its cybergovernance
program.

4.1.2 Cybersecurity frameworks

There are many recognised cybersecurity standards, frameworks and metrics that
Cambodia can draw on to build its cybergovernance program. This paper adopts
the National Institute of Standards and Technology’s (NIST 2018) framework for
improving critical information infrastructure cybersecurity for two reasons: its risk-
based approach and use of non-technical language. The NIST cybersecurity framework
(CSF) was developed in the United States under an executive order during the Obama
administration, and the latest version, v1.1, was released in 2018. The document was
created in response to rapid technological advancement and increasing cybersecurity
threats, which Cambodia is beginning to experience, aiming “to enhance the security
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and resilience of the Nation’s critical infrastructure and to maintain a cyber environment
that encourages efficiency, innovation, and economic prosperity while promoting safety,
security, business confidentiality, privacy, and civil liberties” (The White House 2013).
The framework specifies a clear-cut path for Cambodia to assess its current cybersecurity
position, define future goals, prioritise innovation, and track and communicate progress
to stakeholders. To do this, the NIST CSF defines the “Framework Core”, which provides
the crucial components for a dynamic cybergovernance program (see the Appendix: NIST
Cybersecurity Framework). At the highest level, the Framework Core is used to assess the
development of cybergovernance strategies for:

Identifying assets to understand cyber risk in context;
Protecting assets by implementing safeguards;
Detecting cyber anomalies as they occur;

Responding to cyber events when they are detected; and,

MEE IR

Recovering from cyber incidents after they occur.

Each of these areas is a part of a successful cyber risk and governance strategy, and
progress in each area of implementation should be regularly evaluated against the maturity
scale NIST provides:

1. Partial — ad hoc, reactive processes;
2. Risk-informed — managed, yet inconsistent processes;
3. Repeatable — standardised, consistently-applied processes; and,

4. Adaptive — continuously-evolving processes governed by policy.

Building a cybergovernance program using a framework such as the NIST CSF provides
a common language to communicate cyber risk across different levels of government
and diverse industry sectors responsible for overseeing Cambodia’s critical ICT
infrastructure.

4.1.3 Cybersecurity metrics

A cybergovernance program’s success not only depends on achieving target goals, but
also on defining the correct metrics in the first place. Given this, the next stage in the
development of the program is carefully planning and clearly defining quantitative
metrics to ensure the metrics lead to the desired outcome. Many metrics influence each
other so they will prompt ministries to work together and coordinate their efforts rather
than operate independently in silos. The Center for Internet Security (2010), for example,

clearly defines cybersecurity metrics, broken down into relevant functions, shown in
Table 2.
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Table 2: Cybersecurity metrics

Function Management perspective Defined metrics
Incident How well do we detect, accurately e Mean cost of incidents
management identify, handle, and recover from Number of incidents
security incidents? Mean time to incident recovery
Vulnerability How well do we manage the exposure |e Mean time to mitigate
management of the organisation to vulnerabilities vulnerabilities
by identifying and mitigating known Number of known vulnerabilities
vulnerabilities? e Mean cost to mitigate vulnerabilities
Patch How well are we able to maintain the Patch policy compliance
management patch state of our system? Mean time to patch
e Mean cost to patch
Configuration What is the configuration state of the |e Percentage of configuration
management systems in the organisation? compliance
e Configuration management
coverage
e Current anti-malware compliance
Change How well do changes to system e Mean time to complete changes
management configurations affect the security of the |® Percent of changes with security
organisation? reviews
e Percent of changes with security
exceptions
Application Can we rely on the security model of |e Percent of critical applications
security business applications to operate as e Risk assessment coverage
intended? Security testing coverage
IT security What is the level and purpose of e [T security spending as a percent of
spending spending on information security? IT budget
e [T security budget allocation

5. Conclusion: Cambodia 2025

The numbers of connected users and devices in Cambodia are rapidly increasing, and the
repercussions of inaction to build a national cybergovernance strategy are an unacceptable
risk to Cambodia’s citizens and economy. Increasing collaboration with ASEAN and pushing
cybersecurity as a national priority are two pivotal and attainable ambitions Cambodia can
work towards in the next five years.

5.1 Regional collaboration

ASEAN has made significant progress in developing regional cybergovernance initiatives
that Cambodia could tap into. Specifically, Cambodia should consider strong involvement in
and assign a team to the ASEAN-Japan Cybersecurity Capacity Building Centre. One of the
centre’s goals is to train ASEAN cybersecurity experts in cyber defence, computer forensics
and malware analysis. This skills training fits directly with the technical needs of NIST CSF
and will produce Cambodian cybersecurity professionals with specialised skillsets. In addition,
the centre is increasing cyber capacity among youth through its competition — the ASEAN
Cyber SEA Game. Cambodia should consider using this as an example by setting up continuing
education programs for Cambodian primary and secondary school teachers to incorporate
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basic cybersecurity concepts into their curriculums as well as encourage universities to add
cyber-focused courses to their degree programs. For professionals, Cambodia should also
consider continuing education in the form of technical and strategy-based cyber certifications.
Regionally recognised certifications can incentivise post-university learning and help
Cambodian businesses better vet their applicants. Further, cyber certification could also be
granted to businesses complying with industry standards set either by government or a regional
private standards body. For example, in the United States, the Payment Card Industry Data
Security Standards were created by a council of industry experts who obligate credit card
companies (e.g. VISA and Mastercard) to adhere to security controls to reduce credit card
fraud. A self-regulated standards organisation can adapt readily to emerging technologies such
as e-commerce, and better protect consumers. These added security controls do not simply
become an added cost for businesses either; they become a business driver and competitive
advantage by promoting data security and privacy for their customers.

5.2 National priorities

For meaningful cybergovernance efforts to materialise, senior officials must prioritise resources
and spending to spur action. Cybergovernance efforts start from the top and ministries must
therefore agree on the intentions of cybersecurity strategy and break down siloes in order to
optimise efficiency and avoid duplication of effort. To recognise the risks of a cyberattack
to critical information infrastructure, the government should consider putting its officials
through cybersecurity awareness training to create a baseline understanding of threats to their
respective fields before enacting cybersecurity or cybercrime regulation. When the government
has a clear objective of where it wants to be, government officials should organise a diverse
committee of public and private institutions to develop cybersecurity regulation that focuses on
protecting Cambodia’s critical information infrastructure while also acknowledging citizens’
online privacy as a human right. When addressing cybercrime in regulation, illegal actions
should be overtly defined and represent the values of Cambodian citizens. These policies should
also encourage Cambodian businesses to look to the government for resources to strengthen
their cybersecurity programs. Cambodia has already set up CamCERT, a computer emergency
response team. CamCERT, as the central contact for the government and private businesses
to turn to for up-to-date cybersecurity threats and vulnerabilities, should be equipped with
adequate qualified human resources, funding and technical training. In addition, if given the
resources to join and take part in FIRST, the global Forum for Incident Response and Security
Teams, CamCERT could gain access to valuable expertise and insight and take part in a
developed, international information exchange to stay up to date on the latest cybersecurity
trends. Lastly, the government should consider conducting an NIST CSF assessment, starting
with the sectors that have the largest impact, such as e-commerce and e-government. Citizens
and businesses are increasingly relying on e-services for online banking, B2B transactions,
voting, paying utility bills, and so on. Yet these services are being developed without a
security-by-design approach, meaning, placing an emphasis on cybersecurity at the time of
development rather than afterwards. By using a phased assessment, the government could
simultaneously address the most critical threats, test new processes and adapt quickly using
lessons learned. A phased assessment would also allow for more accurate target completion
dates and further collaboration between ministries. Each ministry, along with their assessment
leads, would be able to gain valuable insights from each other and merge their strategies in a
unified cybergovernance program.
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Appendix: NIST Cybersecurity Framework

Function

Category

Identify

Asset Management: The data, personnel, devices, systems, and facilities that enable the
organization to achieve business purposes are identified and managed consistent with
their relative importance to organizational objectives and the organization’s risk strategy.

Business Environment: The organization’s mission, objectives, stakeholders, and
activities are understood and prioritized; this information is used to inform cybersecurity
roles, responsibilities, and risk management decisions.

Governance: The policies, procedures, and processes to manage and monitor the
organization’s regulatory, legal, risk, environmental, and operational requirements are
understood and inform the management of cybersecurity risk.

Risk Assessment: The organization understands the cybersecurity risk to organizational
operations (including mission, functions, image, or reputation), organizational assets,
and individuals.

Risk Management Strategy: The organization’s priorities, constraints, risk tolerances,
and assumptions are established and used to support operational risk decisions.

Supply Chain Risk Management: The organization’s priorities, constraints, risk
tolerances, and assumptions are established and used to support risk decisions associated
with managing supply chain risk. The organization has established and implemented the
processes to identify, assess and manage supply chain risks.

Protect

Identity Management, Authentication and Access Control: Access to physical and
logical assets and associated facilities is limited to authorized users, processes, and
devices, and is managed consistent with the assessed risk of unauthorized access to
authorized activities and transactions.

Awareness and Training: The organization’s personnel and partners are provided
cybersecurity awareness education and are trained to perform their cybersecurity-related
duties and responsibilities consistent with related policies, procedures, and agreements.

Data Security: Information and records (data) are managed consistent with the
organization’s risk strategy to protect the confidentiality, integrity, and availability of
information.

Information Protection Processes and Procedures: Security policies (that address
purpose, scope, roles, responsibilities, management commitment, and coordination
among organizational entities), processes, and procedures are maintained and used to
manage protection of information systems and assets.

Maintenance: Maintenance and repairs of industrial control and information system
components are performed consistent with policies and procedures.

Protective Technology: Technical security solutions are managed to ensure the security
and resilience of systems and assets, consistent with related policies, procedures, and
agreements.

Detect

Anomalies and Events: Anomalous activity is detected, and the potential impact of
events is understood.

Security Continuous Monitoring: The information system and assets are monitored to
identify cybersecurity events and verify the effectiveness of protective measures.

Detection Processes: Detection processes and procedures are maintained and tested to
ensure awareness of anomalous events.
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Respond

Response Planning: Response processes and procedures are executed and maintained,
to ensure response to detected cybersecurity incidents.

Communications: Response activities are coordinated with internal and external
stakeholders (e.g. external support from law enforcement agencies).

Analysis: Analysis is conducted to ensure effective response and support recovery
activities.

Mitigation: Activities are performed to prevent expansion of an event, mitigate its
effects, and resolve the incident.

Improvements: Organizational response activities are improved by incorporating
lessons learned from current and previous detection/response activities.

Recover

Recovery Planning: Recovery processes and procedures are executed and maintained to
ensure restoration of systems or assets affected by cybersecurity incidents.

Improvements: Recovery planning and processes are improved by incorporating
lessons learned into future activities.

Communications: Restoration activities are coordinated with internal and external
parties (e.g. coordinating centres, internet service providers, owners of attacking
systems, victims, other computer security incident response teams, and vendors).
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